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Data Breaches: Expect
A Rise in Litigation

Spike in loss of
electronic data makes
companies vulnerable
to lawsuits.

BY JIM WALDEN,
ALEXANDER H. SOUTHWELL
AND AARON GOODMAN

VER the last several years,
corporate data breaches
have been regularly splashed
across the front pages of the
nation’s newspapers, causing nightmares
for corporate executives. Ever-increasing
digitization in areas such as business, bank-
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ing and accounting has led multinationals
to collect and retain inestimable quantities
of personal information about employees,
customers and counter-parties.! The negli-
gent (or even innocent) loss of electronic
data to cybercriminals inflicts billions of
dollars of damage on our economy, as per-
sonal information has become a sought-
after treasure trove for cyber-criminals.? In
fact, recent reports note that the number
of attacks on credit and debit card process-
ing systems has more than doubled from
2006 to 2007, and that trend appears to be
continuing into 2008.3

These costs are likely to escalate as, in
an increasing trend, corporations are also
being pummeled with civil litigation related
to data breaches. The recently announced
data breach at grocer Hannaford Brothers
Co. illustrates the trend. On March 17, 2008,
Hannaford announced that cyberbandits
had breached its system, obtaining access
to personal-financial information of nearly
4.2 million customers.* Just three days after
the announcement, plaintiffs’ lawyers filed
four class actions against Hannaford. Since
then, lawyers have filed an additional 12
complaints, requiring Hannaford to defend
litigation from Florida to Maine.’

Hannaford is not alone: TJX, a retailer that
operates T.J. Maxx and Marshall’s stores,
faced a federal investigation and an onslaught

of follow-on civil litigation® after announc-
ing a breach widely reported as the largest
data-security breach in U.S. history where
computer “hackers” stole at least 45.7 million
credit and debit records.”

Although data breaches can occur in a
wide variety of ways—from lost or stolen
employee laptops to hacked computer
networks—most companies face a similar
array of implications following discovery of
abreach. As an initial and immediate matter,
a thorough forensic investigation is critical
to ascertain the scope and nature of the data
breach. Only a complete assessment of the
digital evidence will help to determine how
the breach occurred, how recurrences can
be prevented, and precisely what data—and
in what form—was compromised, all of
which will contribute to ascertaining the
best course of action.

State Laws

Forensic investigations are also critical
to guide a corporation through the maze
of state data breach notification laws. Such
laws will require varying levels of compli-
ance, depending on the nature of the breach
and of the entity’s operations. California’s
data breach law, which has served as a
model for many other states, demands
that upon discovering a breach of personal
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information, a business “shall disclose any
breach of the security of the system” to any
affected persons “in the most expedient
time possible and without unreasonable
delay, consistent with the legitimate needs
of law enforcement.”®

While not required in California, some
states also require notifying consumer
reporting agencies.? Thus, compliance
with state law often forces a company
to go public by announcing the security
breach, thereby beginning the public rela-
tions nightmare. After the breach at TJX, for
example, the company sent letters to the
estimated 455,000 customers whose infor-
mation had been compromised and offered
them credit monitoring, helping make the
data breach a front-page story.!° Beyond
the bad publicity, only mere months after
the breach, TJX had already incurred $5
million for the investigation and for new
computer security.!!

Regulatory Scrutiny

In addition to the media scrutiny focused
on corporate data breaches, companies suf-
fering data breaches have increasingly been
subjected to regulatory scrutiny, typically
spearheaded by the Federal Trade Commis-
sion and state Attorneys General. Indeed,
in 2006, the FTC established its Division of
Privacy and Identity Protection, specifically
tasked to investigate data breaches. As of
March 2008, the FTC has brought 20 cases
against businesses for failing to maintain
reasonable security in protecting “sensitive
consumer information” and investigated
many others.!?

FTC actions are routinely resolved
through settlements, which may include
hefty fines and often require the implemen-
tation of comprehensive information securi-
ty plans with regular independent audits. In
January 2006, the FTC announced a record
settlement with ChoicePoint Inc., which had
disclosed the year before that the personal-
financial information of 163,000 consumers
had been compromised. The settlement
required ChoicePoint to pay $10 million
in civil penalties (the largest civil penalty
in FTC history), to provide $5 million for
consumer redress and to establish and

maintain a comprehensive information
security program including administrative,
technical and physical safeguards, as well
as audits by an independent third-party
security professional every other year for
20 years.!3 The FTC’s June 2005 settlement
with BJ’s Wholesale Club, which had been
charged with failing to take appropriate
security measures to protect the sensitive
information of thousands of its customers,
also required implementing a new informa-
tion security program and biennial audits
for 20 years,* as did the FTC’s September
2007 settlement with TJX.1

Litigation

As stated, corporations suffering data
breaches are also routinely contending
with follow-on civil suits—private, often
class, actions, seeking damages for the
potential economic losses and emotional
distress allegedly caused by the poten-
tial misuse of the disclosed personal
information. Increasingly, these suits are
filed soon after the data breach is pub-
licly announced—much like “stock drop”
securities class actions—thereby adding
negative publicity and causing further dis-
tractions. Indeed, the first four lawsuits
against Hannaford were filed just three
days after the company announced that
there had been a security breach.

Data breach litigation typically alleges
causes of action grounded in tort and
contract: negligence, breaches of fidu-
ciary duty, breaches of real and implied
contracts, invasion of privacy and emo-
tional distress. Some causes of action are
grounded in state law, such as consumer
protection acts, unfair trade practices acts
and state data breach notification laws.
Plaintiffs in these lawsuits seek damages
arising from the fear of potential identity
theft, including fraudulent charges to their
accounts, credit monitoring costs, identity
theft insurance costs, credit report costs,
emotional distress from fear of fraud, dam-
age to credit history and loss of privacy.
Courts have been hesitant to permit suits
for such speculative damages, thus dismiss-
ing suits where plaintiffs had not yet been
victims of any identity fraud.

In the recent case of Randolph v. ING Life
Insurance & Annuity Co., plaintiffs brought a
consumer class action in District of Colum-
bia federal court for invasion of privacy,
gross negligence and negligence against ING
following an announcement of the theft of
an employee laptop from that employee’s
home containing the personal information
of 13,000 government workers and retir-
ees.'6 Plaintiffs argued, inter alia, that the
theft exposed them to “substantial risk of
identity theft,” and that as a “direct and
proximate result,” they “have been exposed
to a risk of substantial harm and incon-
venience, and have incurred or will incur
actual damages in purchasing comprehen-
sive credit reports and/or monitoring of
their identity and credit for the definite
future.”!” However, none of the plaintiffs
asserted that they had actually been the
victim of any identity theft.!8

As stated briefly above, litigation of
this type does not generally progress
beyond the pleadings stage due to an
absence of actual damages. As an illus-
tration, in Randolph, ING succeeded on
a motion to dismiss, arguing that plain-
tiffs lacked standing to sue because they
proved no actual damages and, thus, no
“recognized injury.”'® The court agreed,
citing a long line of “lost data” cases in
which courts held that “an allegation of
increased risk of identity theft due to lost
or stolen personal data, without more, is
insufficient to demonstrate a cognizable
injury.”? Thus, plaintiffs failed to demon-
strate the “injury in fact” necessary for
the constitutional requirement of Article
Il standing.?! Moreover, the court also
recognized that credit monitoring ser-
vices, even if the plaintiffs were to have
actually alleged payment for such servic-
es, cannot constitute actual injury.??

Guin v. Brazos Higher Education Service
Corporation Inc. had a similar result.?
There, plaintiff brought a negligence
suit against Brazos after it announced
the theft of a laptop containing personal
information for 550,000 customers. Grant-
ing summary judgment in favor of Brazos,
the court held that Brazos had no duty of
protection (under the Gramm-Leach-Bliley
Act),* that Brazos acted with reasonable
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care in handling the information and that
Brazos'’s inability to foresee and deter the
specific theft was not a breach of a duty
of reasonable care.?> Because neither of
plaintiff’s identity nor personal informa-
tion was used in any fraud, the court also
ruled that the absence of damages was
likewise fatal to plaintiff’s claim.?® Con-
sequently, the court dismissed the case
with prejudice.

Using similar reasoning, the U.S. Court of
Appeals for the Seventh Circuit recently dis-
patched another action for damages arising
from a data breach.?” In Pisciotta v. Bancorp,
the court held that speculative damages for
fraud and for credit monitoring fees were
not supported by state law—“[w]ithout
more than allegations of increased risk of
future identity theft, the plaintiffs have not
suffered a harm that the law is prepared to
remedy.”?® Importantly, the court also held
that Indiana’s state data breach notification
law would not serve to permit such allega-
tions of damage as that statute only creates
a duty to disclose and places enforcement
in the hands of the Attorney General; it
creates no private right of action.?®

Plaintiffs have not been sheepish in the
face of these dismissals. For example, in the
Hannaford cases, plaintiffs raised claims of
common law negligence, breach of contract
(real and implied) and breach of fiduciary
duty.?® The cases seek damages including
out-of-pocket losses due to fraud, the costs
of credit monitoring, the cost of identity
theft insurance, the cost of credit reports,
emotional distress damages arising from
fear and apprehension of fraud and identity
theft, loss of privacy, anxiety and loss of
control of personal information.?! Several
of the cases sought damages under Maine’s
Unfair Trade Practices Act.??

While it is too soon to accurately predict
the litigation landscape, the trend seems
to be grounding more lawsuits in state
law statutes, and for common law allega-
tions, alleging more specific and provable
damages. The better plaintiffs get on the
damages front, the farther along the cases
will be able to move. This could mean
the potential for more costly discovery
before a suit is resolved or settled. While
the hurdles for plaintiffs remain high,

these lawsuits have become a fact of life
in today’s litigious society. Corporations
suffering data breaches thus must now
routinely face an onslaught of civil litiga-
tion in addition to the negative publicity
and regulatory scrutiny coming from data
breaches and their announcements. Given
the increasing digitization of the economy
and society, companies should brace for
these lawsuits when the almost inevitable
data breach occurs.
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