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Our Scenario

You are the General Counsel of Vulnerable, Inc., a technology company with
operations in Texas, Colorado, and the District of Columbia.

You get an urgent call from your CEO, Victor Vexed, who is in a state of distress.
He tells you that your VP of Sales, Rex Ruthless, has just accepted an offer to join
your fierce competitor, Rival, Inc. You remember that Rex was a charismatic
Texan who was laid off last month with a significant severance package.

After you put the phone down, you find out:

1. Vulnerable's biggest customer has just pulled out of negotiations for a
contract renewal after weeks of dragging its feet.

2. The office gossip is that Rex's sales team 1s about to quit and its members
won’t discuss their plans.

3. Your assistant cannot find any sign of Rex's laptop or company cell phone.
What do you do?
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Initial Steps

Locate employment contracts

Assemble internal and external team

Preserve evidence and safeguard assets

recover employee laptops, PDAs, etc. immediately
summon expert I'T assistance

revoke building and remote IT access rights

take steps to prevent tampering by other employees

1ssue document preservation/hold notices

Take action with respect to those employees still in the office?

Brief internal team on privilege issues, compliance with contracts
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Review Employment Contracts

« Review the contracts in question
— are they signed?
— what state’s law will apply?
— are they enforceable?
« In Rex’s case, assume his contract contains these relevant provisions:
— express confidentiality clause
— express prohibition against outside business interests during employment
— 24 month post-termination employee non-solicit
— 24 month post-termination customer non-solicit

— 24 month post-termination non-compete
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Consider Non-Contractual Legal Theories

« Common law duties of loyalty/fiduciary obligations
e Misappropriation:
— common law
— statutory protections
— “inevitable disclosure” doctrine
« Statutory protection of electronic data (e.g., Computer Fraud and Abuse Act)
« Tortious interference with contractual or business relations
« Unfair business practices/employee raiding theories

« Conspiracy
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Gather the Facts: Issues to Be Investigated

Can the rumor that Rex is joining Rival, Inc. be substantiated?

Are the three sales employees leaving to join Rival, Inc. too? May others follow? Has
there been any “solicitation” of employees by Rex and/or Rival, Inc.?

Is Rex behind the failed negotiations? Are other customers being targeted?

Has Rex undertaken competitive activities for Rival, Inc. during work hours or in breach
of his outside interests restriction?

Has confidential information been misused, copied, and/or removed?
Has Rex informed customers of his departure or sought to entice them away?
Was Rex aware of any wrongdoing on the part of any of the other employees?

Is Rival aware of the employees’ contractual obligations to Vulnerable, Inc.? Any
indicia of bad faith on the part of Rival, Inc.?

What is the financial position of Rex/Rival, Inc. to satisfy any award of damages?
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Gathering Evidence — The Traditional Way

Search employee offices — desk files, notepads, post-its, whiteboards etc.
Make a forensic image of the employees’ laptops, PCs

Review access to computer systems

Check cellular and office telephone records, call logs, dial-outs

Preserve voicemail messages, and voice recordings if applicable

Review photocopying records

Read expense reports

Review building security records/card access readers

Consider covert surveillance — but proceed carefully, using an experienced
investigator who knows the bounds of the law
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Gathering Evidence — What Might You Find?

* Recently accessed information/restricted data

* Business plans

* Resumes

» Letters, calls, emails, faxes to competitors or potential competitors

 Evidence of malice/bad faith

GIBSON, DUNN & CRUTCHER LLP 9



Gathering Evidence — Then What?

* Collect documentary evidence first

* Then proceed with witness interviews

» Interview friendly sources first
— did Rex tell you where he was going?
— did he ask you to join him?
— did he take anything from Vulnerable?

e Then interview the targets when you have good incriminating evidence

Such evidence might also be found through less traditional means
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Gathering Evidence - Forensic Reconstruction (1)

« Link File analysis is conducted to reconstruct file access activity showing access to
a particular document:

Mame: Burgundy PR UK 2006 v2 DOC Ink
File Ext: ]

File Type:
File Categog®
Description:
Last Accessed:
File Created:
Last Writter:

Link file shows this document was accessed...

8/29/06 03:04.08PM

. L U S iy
File Acquired: 0521707 06:38:35PM
Starting Extent 0C-C1880790448

On a particular date and time...

Egggﬁg;s' 0 And was actually Iocated. on his computer in this
Physical Location: 7,703,745,544 location.

Fhysical Sector: 15,046,383

Evidence File: arachi_la

File Identifier a—
Full Path: Ci\Documents and Settings\hnaseem, oldiRecentiBurgundy PR UK 2006 +2 DOC Ink
Short Mame! BURGUN~1.LNK
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Gathering Evidence - Forensic Reconstruction (2)

* Analysis of Document Server also yielded evidence of restricted file access to
relevant documents: I partial log.txt - Notepad

File Edit Format Wew Help

Item: ODM_MAME

Returning #764343 w7 o (Sep
20067

ooMa—»GethocInfor [9/12/2006 @ 13:29:0249]
Called by MS word

Calling Doc Td ::ODMANPCDOCSAWNYDOCSLNT6E434347

: _TITLETEXT
ring #764343 w7 }(Sep

2006)

ool etlLeadmoniker: [9/12/2006 @ 13:29:0245] )
o d

Calling Doc Id ::ODMANPCDOCSYNYDOCSLNTE4343%7

Returning ODM_E_FAIL

ooMa->Closeboc: [9/12/2006 @ 13:30:0221]
|

Called by ms word

pocId: @ iODMANPCDOCSWMYDOCS1NTE434347

Shadow{ 1 3 PagesPrimted O ) w
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Gathering Evidence - Forensic Reconstruction (3)

» Further analysis of company’s web server data show relevant internet searches:

ate/Time | Time Zone equest IP | Request | LURL
-0500] 737 1B1.745 GET http: fSfesene. soweood. comfimaipagetext. gif

[2 R hittp: Snnn. snwnnd.cnmfimgfcnntact.gif
[25/Mar200 - 169.37.161.75 :
[25/Mar201 -0500 169.37.161.75
[25/Man 200 -0500] E}Spe e 1an
[25/MAarf200 -0500] 169.37.161.75 GET http: m-w-nﬁx snwnnd corm n‘ng far. gl
[25/Man 200 -0500] 169.37.161.75 GET hittp: /fwannis. S oynod - '
[25/Man 200 -0500] 169.37.161.75 GET ' fox-altls=
[25/Man 200 -0500] 169.37.161.75 GET L3y TR z D-altls=ary
[25/Man 200 -0500] 169.37.161.75 GET http: ffwwa. sec. goviAT 93125-07-062959-index. h
[25/MAarf 200 -0500] 169.37 .161.75 GET http: ffwsnen. sec. gwarn:hwesfedgarfdataﬂ SFEEEMEIEIM 19312607 062955/991657 gdbs598. jpg
[25/Mdar200 -0500] 169.37 161.75 GET hitp:Mfeaeene. sec. govdArchive sfedgan’datad 37 2664/0001 1931 2507 062353/991657 page2. jpg
[25/Mdar200 -0500] 169.37 161.75 GET hitp:Mfeaeene. sec. govdArchive sfedgan’datad 37 2664/0001 1931 2507 062353/991657 paged. jpg
[25/Mdar200 -0500] 169.37 161.75 GET hitp:Mfeaeene. sec. govdArchive sfedgan’datad 37 266400011931 2507 062353/991657 page1 . jpg
[25/Man 200 -0500] 169.37.161.75 GET http: Awwew. sec. gov/Archives/edgar/data’ 372664/000119312507 062958/991657 937 =44 |pg
[25/Man 200 -0500] 169.37.161.75 GET http: Awwew. sec. gov/Archives/edgar/data’ 372664,/000119312507 062958/991657 gb7 991 . jpg
[25/Man 200 -0500] 169.37.161.75 GET http: Awwee. sec. gov/Archives/edgar/data’ 372664/000119312507 062958/991657 958070, jpg
[25/Man 200 -0500] 169.37.161.75 GET http: Awwew. sec. gov/Archives/edgar/data’ 372664/000119312507 062958/991657 g00p54. jpg
[25/Man 200 -0500] 169.37.161.75 GET http: Awwew. sec. gov/Archives/edgar/data’ 372664/000119312507 062958/991657 947 b33, jpg
[25/Man 201 -0500] 169.37.161.75 GET http:fAwwew. sec. gov/Archives/edgar/data’ 372664/000119312507 062955/991657 992964 . |pg
[25/Man 201 -0500] 169.37.161.75 GET http: A sec. goviArchives/edgar/data’ 372664/0001 19312507 062955/ds1a. htm
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Gathering Evidence - Forensic Reconstruction (4)

« Metadata analysis is conducted on all files of new company’s laptop to show

ownership.

Filename

IDBUISANZIPM Y Tax Research Consultant Customer Letter 11-06 (2).doc

IOBLSADZIPNOTax Research Consultant Options. xls
CRIUIFADZOFIKANALOGIC MYA 2007 - 2009 with FINAS xls
IDBIUISADZOFIMANALOGIC MY A 2007 - 2009 without FINAS xls
DEIUISADZRAYOANALOGIC MYA 2007 - 2009 - CCH AGREEMENT . xls
IQBUISADZFIDECCH Tax Research Internet Metwark. doc
IQDCPKATD00S MR veroGordimerfdy a. xls

IQDCPKAT001JEOgle Proposal. doc

IORREA4A10006HW arady & Davis LLP Addendum 02 2009 xls
(FMRY Fidelity 3-5-2009.doc

00000039, doc

0511 end date 10-23-08. xls

0511 end date 1-16-08.xls

0511 end date 1-16-081. %l

0511 end date 12-20-08. xls

0511 end date 1-26-09 (). xls

0511 end date 1-26-09. %15

0511 end date 1-26-091 . xls

CreateDate
11/8/2006 15:52
B 22006 13:14
B/752003 16:30

B/17.2003 16:30
44772008 12203
BA17/2003 16:30
47272009 9:50
B/17/2003 16:30
3772008 15:46
1041172007 21:09

1041872007 10:25

101852007 15:55
10/18/2007 15:55
10/18/2007 10:25
101872007 15:37
10/18/2007 15:37
1041852007 15:37
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LastSavedDate
11/8/2006 15:52
91452006 11:24
10#31,/2007 11:22
10312007 11:22
10312007 11:22
4472008 12:08
1202009 19:17
47272009 9:50
2002009 1326
3482009 11:22
10#11,2007 21:09
10242008 22:.07
11672008 13:10
1162008 13:10
1942009 11:24
24202009 1741
24202009 1741
26202009 1741

L

=

e NP PN vl el wllellellellv]lv]

astSavedBy
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Gathering Evidence - Forensic Reconstruction (5)

« Time/Data analysis 1s conducted on the new company’s computer to show if/when

these files were moved:
Full Path

3wl ahlot b A I Aot O b I

nih A

ChDocuments and Sgs
CcyDocuments and 4 Note the Creation Date of the file is after the

c\Documents and 4 Date. This phenomena occurs when a file is

Last Written
moved from

CWDocuments and 54 one device to another. The creation date in this instance is

e e the date the file was moved.

CiDocuments and Sy

ChOocuments and SeffingstabsmitATY Docoments WSO T WHesSUmes -
ChOocuments and Settingstabsmith'by Documents\WANDY\Resumes -
ChDocuments and SettingshabsmithiWy DocumentshVAMDYWResumes -
ChOocuments and Settingstabsmith'by Documents\WANDY\Resumes -
ChOocuments and Settingstabsmith'by Documents\WANDY\Resumes -
ChDocuments and SettingshabsmithiWy DocumentshVAMDYWResumes -
ChOocuments and Settingstabsmith'y Documents\WANDY\Resumes -
ChDocuments and SettingstabsmithWy Document st ANDYWE==
ChDocuments ar
ChDacuments an
ChDacuments an
ChDocuments ar

Showing that a large number of files are being tra
from a thumb drive to this new computer.

Note the incremental progression of creation date.

AllHesumes\H
AlNResumesP
AlNResumesiF
AlNResumesP

AllHesumesipg

AlNHesumes\P

nsferred

ChOocuments and Settingstabsmith'by Documents\WANDY\Resumes -
ChOocuments and Settingstabsmith'by Documents\WANDY\Resumes -
ChDocuments and SettingshabsmithiWy DocumentsbWANDYWResumes -
ChOocuments and Settingstabsmith'by Documents\WANDY\Resumes -
ChOocuments and Settingstabsmith'by Documents\WANDY\Resumes -
ChDocuments and SettingshabsmithiWy DocumentsbWANDYWResumes -
ChOocuments and Settingstabsmith'by Documents\WANDY\Resumes -

AllHesumesipd

AlNResumesP
AlNResumesiP
AllHesumesip
AlNResumesP
AlNResumesiP
AlNResumesP

me.doc
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f71307 11:02:39AM

0741307 11:02: 40AM
O07A1307 11:02:40AM
O7A307 11:02:41AM
0741307 11:02: 425M
O7A307 11:02:42AM
O07A1307 11:02:43AM
N /1307 11:02:43AM

O07A1307 11:02:46AM
O7A307 11:02:47 AM
0741307 11:02: 458AM
O07A1307 11:02:49AM
O07A1307 11:02:50AM
0741307 11:02:50AM
O07A307 11:02:51AM
O07A307 11:02:51AM
0741307 11:02:52AM
O07A307 11:02:63AM
O07A1307 11:02:54AM
0741307 11:02:54AM
O07A1307 11:02:55AM

032000 05 308 AM
04417100 055744
04424000 01:5250F N
0341100 11:36: 464
041200 09:33:36AM
0543107 11:11: 46AM
020800 12:058:45F
061201 12:05: 247

142400 11:532:54AM
0241102 11:42:26AM
010902 03:08:34 P M
010202 0357 46AM
040500 11:07:35AM
101700 01:43:50FP M
07417100 0453 10PM
032101 04:35:20FPM
11,24/93 05:43:06AM
02417100 0953 02AM
11,24/93 0957 :02AM
030102 11:05:40AM
OBA200 09 45: 44 AM
050201 12:25:46F M
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Gathering Evidence - Forensic Reconstruction (6)

* Device analysis showed the existence of a SanDisk Cruzer thumb drive being
plugged into the new machine. Device was subsequently recovered empty, but
analysis showed the existence of these very documents after being recovered from

deleted space. ] STORAGE

+- ] 5w
+-[_] UB1394

+-[_] use

+-[_] USBPRINT

= | LISBSTOR

iLanium&Rey_2, 18

. ey 1511
H-[23 Dlsk&ﬂen_ﬁlngstnn&Prnd_DataTraveIer_E 02Rey PMA
+-[_7] Diskfven_RIM&Prod ElackBerry SD&Rey 0001
+-|_] DiskRven_SanDiskaProd_Cruzer Micro@Rew 0.1
123 Dlsk&'-.l'en SanDlsk&Prnd _Cruzer MmﬁRev 0.4

+ [:I Disk&'u'en_Sanlsrn:u_ | ruzer_Mu:rnE-:Rev_E.lS
+-[_7] Diskfven_SanDisk&Prod U3 TitaniumaRey 2,18
+-|_] DiskRven_ST316081&Prod SAS&Rev

+ D Diskaden_WDiZ_WD3z2&Prod _00BEYT-222CTORRew_
+-[_7] SFloppyesven_TEACEProd FD-0SPUBRRey 1026

+-[] vi394
.15 Havdmsrva Deafilacs
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Gathering Evidence - Forensic Reconstruction (7)

« Temporary Internet cache can be reconstructed to find web-based emails between
lnlelduaIS <html><head><titles></title>

<meta http-egquiv="Content-type" content="text/htmwl;charsec=ucf-g"=>

<style type="text/c=2"> body { hackground-color:transparent; </styles<style
id="maglirea3tyle"></styler</head><body style="horder: mediuwn none ; background-color:
wvhite; font-family: TLimes new roman, new york, times,serif; font-size: 1Zpt; "
alink="#0066cc”™ link="#0066cc” vlink="H#296699"<script type="text/Jjavascript"
defer="defer">wvar TAHOO = {'Shortcuts' : {}}:
if (cypeof TAHOO == "undefined™) {
var TAHOO = {}:
} Subject Line
FTAHOO, 3hortcuts = YAHOO,S2hortcuts || {):
TAHOO, 3hortcuts.has3ensitiveText = false;
TLHOO, Shortouts.sensitivityType =
TLHOO, Shortouts.dolllt = falss
TLHOO, Shortouts. location
TAHOO. Shortcuts. docuwment
TAHOO. Shortcuts. document t
TAHOO. 3hortcuts.document_tit
TAHOO.Shortcuts.docuwent_publish datts
TAHOO. Shortcuts. docwnent_author = "3

Email Address

TAHOO.Shortcuts.document_url = "";

TAHOQO. Shortcuts.docuwment_tags = "";

TAHOO. Shortcuts.docuwent  language = "english™;
TAHOO, 3hortcuts.annotation3et = |

</script>

<style type="textfcss"><'——DIV {wargin:0px;}--></style><link rel="stylesheet™

=hortouts.css" type="text/css" media="all"><div

ork, times,serif; font-size: 12pt:"™

ew york,times, serif; font-size:
1px dasheg
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[Live Incidents

“"Why is Norma
getting transferred?”
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What Can Be Done?

Send a “cease and desist” letter? Purpose:

To halt or slow the conduct
To obtain admissions or further indicia of guilt

To demand reaffirmation of contractual obligations and possibly other
concessions

To demonstrate reasonableness and the need for injunctive relief

To provide additional time to gather evidence and draft pleadings

Include or otherwise notify Rival, Inc.? Purpose:

Have the company reconsider its hiring decision

Have Rival think twice before recruiting any other Vulnerable, Inc.
employees

Put Rival on notice of the contracts so that, if it proceeds, it may be liable
for intentional interference with contractual relations
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What Can Be Done?

« Just lay low and then file suit? Purpose:
— Catch Rex and Rival by surprise
— Win the potential race to the courthouse
» Need to decide first whether a lawsuit is worthwhile
— Jason will discuss the question of whether to pursue litigation
— This 1s a question best considered very early on
« Ifnot, consider non-legal alternatives
— protect/consolidate customers — senior involvement
— reassure and motivate remaining employees

— motivate departing employees to remain?
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Should We Sue?

«  Evaluation of strength of case/likelihood of success
*  Harm suffered
Costs

—  Legal costs

—  Customer relationships

—  Management time

—  Cross-claims
»  Potential relief

—  Injunctive relief

—  Damages
*  Reputational issues

—  Marketplace

—  Competitors

—  Employees and Prospective Employees
*  Other alternatives

—  Pre-suit discovery/settlement

— ADR

—  Criminal referral
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Initial Litigation Issues

*  Who should you sue
e  Where should you sue
* What claims should you assert
*  Whether and how to file for a TRO
—  What conduct should you seek to restrain
*  Whether and how to seek a preliminary injunction

*  Whether and how to seek expedited discovery
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Discovery Considerations

« Exposure of Vulnerable’s sensitive and trade secret information
» Risks of “cross contamination” impacting future business activities
« Use of confidentiality agreements and protective orders to restrict use of discovery
— ‘“attorneys’ eyes only” designations
— resulting need for expert support
» Third party discovery considerations
— telephone records
— internet-based private email accounts

* Document management and related considerations and burdens
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Settlement

« Consent order vs. settlement agreement
e Terms of settlement

« Compliance monitoring
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Any Questions?

Jason C. Schwartz

ischwartz@gibsondunn.com

+1 202 955 8242

Jessica Brown
jbrown@gibsondunn.com
+1 303 298 5944

Karl G. Nelson
knelson@gibsondunn.com
+1 214 698 3203

Seth Berman
sberman@StrozFriedberg.com

+ 1617 848 5665 (Boston)
+44 207 841 5870 (London)
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