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U.S. Department of Commerce Provides More
Prescriptive Guidance for Financial Institutions
Seeking to Comply with Export Controls

The advisory is another indication of the U.S. government’s increasing focus on financial
institutions in the implementation and enforcement of export controls.

On October 9, 2024, the U.S. Department of Commerce, Bureau of Industry and Security (“BIS”
or the “Bureau”) issued the latest in a series of advisories to financial institutions (“FIs”) regarding
the evolving regulatory expectations for Fls and their compliance obligations with U.S. export
controls that regulate the transfer of U.S. commodities, software and technology (“goods”) around
the world.[1]

This advisory is another indication of the U.S. government’s increasing focus on financial
institutions in the implementation and enforcement of export controls. While banks have long
been viewed as on the frontlines of sanctions implementation and enforcement, they have
traditionally not been a principal tool of export controls implementation. This has been so in large
part given the fundamental challenge of Fls providing trade finance and other products to
definitively know what its customers are importing and exporting using bank financing. This is no
longer the case.

This latest issuance is the most prescriptive and detailed advisory BIS has released regarding the
specific types of controls that the Bureau expects Fls to employ in order to mitigate the risk that
their financial services support violations of U.S. export controls. It does so, even as it
acknowledges the continued challenges and limitations for FIs when it comes to identifying export
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controls risks in the ordinary course of business acting as a financial services intermediary. The
guidance, for the first time, provides the Bureau’s strong suggestions as to the controls and legal
standards it expects. Importantly, the Bureau has tried to appropriately tailor these expectations
to the limitations stemming from how Fls operate.

Despite is strides towards clarity with respect to regulatory expectations for Fls, ambiguities
remain, and this will continue to be an area of uncertainty and risk as banks and other Fls work to
operationalize the controls called for in the guidance.

Below we discuss some of the key elements and takeaways.
“Prohibition 10” and Evolving BIS Expectations for Financial Institutions

Historically, export controls compliance and related risk has been a concern primarily for the
commercial parties who export or reexport the items subject to these controls. However, in
recent years, as restrictions mounted and export controls began to play a much more central role
in U.S. efforts to confront major geopolitical challenges (including, but no limited to, China and
Russia), BIS has increasingly signaled that intermediaries who provide services related to the
movement of these items are also in the crosshairs. Initially focused on freight forwarders and
distributors of controlled goods and technologies, BIS also began to focus on the Fls who finance
or otherwise facilitate underlying trade transactions.

As laid out in the October 9th guidance, the primary regulatory risk for financial institutions acting
as intermediaries stems from General Prohibition No. 10 (“GP 10”) of the Export Administration
Regulations (“EAR”). This extremely broad and temporally and geographically unbounded
regulation prohibits the financing or servicing of an item subject to the EAR “with knowledge that
a violation of the EAR has occurred, is about to occur, or is intended to occur in connection with
the item.”

BIS exercises very far reaching jurisdiction under the EAR. As the guidance notes, items “subject
to the EAR” include all items in the United States, including in a U.S. Foreign Trade Zone or
moving in-transit through the United States from one foreign country to another (with certain
exceptions); U.S.-origin items wherever located; certain foreign-made items that incorporate more
than a de minimis amount of U.S.-origin controlled content; and even completely foreign-
produced items if they are produced using certain controlled U.S. software, technology, or tools.

Thus, parties to an export, reexport or even an in-country transfer of items anywhere in the world
can potentially find themselves subject to the EAR, even where there may not appear to be any
U.S. nexus to the transaction. As the guidance indicates, BIS jurisdiction is not dependent on the
involvement of U.S. persons or U.S. Fls, although there are provisions in the EAR which do apply
specifically to U.S. persons (including U.S. Fls) anywhere in the world, prohibiting them from
financing or otherwise supporting certain specified activities (and as we noted in a previous
Gibson Dunn alert, these latter U.S. person support rules are poised to expand).[2]

Accordingly, under GP 10, BIS jurisdiction can reach the activities of Fls around the world. This
jurisdiction exists regardless of whether U.S. or non-U.S. institutions are involved or if institutions
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are engaging in transactions in the United States or using the U.S. Dollar. Jurisdiction is based
solely on the product in question.

The standard of “knowledge” within GP 10 concerns not only positive knowledge that a specific
circumstance exists or is substantially certain to occur, but also an awareness of a high
probability of its existence or future occurrence. On an enforcement basis, this can be inferred
from a FI's conscious disregard or willful avoidance of certain facts.

The challenge for banks and other Fls who act as intermediaries or service providers to
customers involved in trade has been how to identify circumstances where a Fl would be deemed
by BIS to be acting with such requisite knowledge. Fls are typically given limited information
regarding such trade — often lacking the full list of parties, the nature of the items being exported,
how items are to be used, and the types of services involved in an underlying trade

transaction. Each of these considerations speaks to whether U.S. export control authorizations
would be required — and thus whether an underlying transaction could give risk to an EAR
violation if such authorizations were not received.

Over the past several years, BIS, working with other U.S. agencies and U.S.-allied governments,
has taken a number of steps to increase awareness of export controls risks. This has included,
among other things, providing industry with a list of potential red flags which indicate possible
export control issues as well as more detailed information about goods that are of heightened
concern (to provide some notice that particular transactions deserve greater diligence).[3] These
actions have effectively lowered the bar in terms of what BIS may need to do to establish that an
intermediary acted with “knowledge,” and consequently inconsistent with GP 10.

This recent BIS guidance, acknowledging the challenges that remain for Fls, offers further, more
concrete recommendations, cautions and prescriptions to address the GP 10 risks and BIS
diligence expectations regarding the evolving knowledge standard.

Recommended Controls for Fls

The October 9th guidance recommends Fls implement controls around customer due diligence
and screening, post-transaction reviews for potential red flags and, in certain circumstances, real-
time transaction screening, to avoid violations of GP 10.

Specifically, BIS advises:

e screening customers against the Consolidated Screening List, which includes against
various BIS restricted party lists (which indicate various, often highly technical and
nuanced, transfer restrictions for goods subject to the EAR) before onboarding and as
part of a periodic due diligence refresh;

e screening customers — “and, where appropriate, customers’ customers” — against a list
maintained by the non-governmental organization Trade Integrity Project (“TIP”) of
entities which have allegedly shipped items on the “Common High Priority List” to Russia;

e where a customer is identified on a BIS restricted or TIP list, and the Fl determines the
customer is involved in transactions involving U.S. exports, seeking a certification from



the customer that it complies with the EAR, as well as employing enhanced due diligence
controls on that customer’s trade transactions;

e employing post-transaction, risk-based assessments to identify possible export controls-
related red flags;

e where a red flag is uncovered post-transaction and cannot be resolved satisfactorily
through requests for further information from the customer, refraining from processing
future transactions related to the parties associated with the red flags; and,

e in certain circumstances involving “cross-border payments and other transactions that are
likely to be associated with exports from the United States (or re-exports or in-country
transfers outside the United States),” conducting real-time screening against a subset of
BIS restricted persons and addresses and halting processing of the transaction until and
unless the Fl can obtain comfort the transaction is not prohibited under the EAR.

Fls are also reminded that they are required to report any suspicious activities related to potential
EAR violations to the U.S. Treasury’s Financial Crimes Enforcement Network (FinCEN) via the
filing of Suspicious Activity Reports (SARs). Fls are also encouraged to submit Voluntary Self-
Disclosures to BIS if deemed necessary. Following an FI's filing of a SAR with FinCEN, BIS may,
under certain circumstances, provide the Fl with additional information that would establish
“knowledge” under GP 10, which then obliges the FI to take further steps in ensuring compliance
(e.g., by termination of the customer relationship).

Key Takeaways and Open Questions

The October 9th guidance moves the needle in terms of providing Fls with concrete steps they
can take to begin addressing their evolving export compliance risks, and it provides some comfort
concerning BIS’s expectations about compliance standards and expectations. However, there
remains ambiguity, and some of the recommended controls will be operationally challenging for
most Fls to implement. We address a few of the key takeaways and potential issues below.

Reasonable Reliance

BIS explicitly recognizes the relative disparity in information which Fls have about goods
underlying a trade transaction compared with the commercial parties to the transaction, and the
guidance notes that Fls may “generally rely on their customers’ representations regarding
compliance...unless such reliance would be unreasonable — for example, when the Fl has reason
to know that such representations may be false.”

This is a welcome further ratification of the principle that most Fls have long followed — namely
that they should be able to reasonably rely on a customer’s attestations and representations
regarding the nature of any items it is exporting using the FI's services. Moreover, this confirms
that the Fl itself is, in most circumstances, not expected to conduct its own independent
investigation of the goods being transacted by their customers. In order to be complete such an
analysis would require not just a technical assessment of the types of goods being traded (and an
assessment of their sensitivity), but also the end users and end uses for such goods.



Focus on Customer Due Diligence and Post Transaction Review, Not Real-time Screening

Fls may also take some comfort that, as a general matter, BIS is not expecting them to engage in
real time screening of transactions as a preventative measure. BIS recognizes the challenges
that would arise from requiring a real-time ‘catch-and-release’-type control to triage export
controls risks in transaction processing similar to the way Fls are expected to triage risks
associated with economic sanctions. Instead, the October 9th guidance explicitly states that,
generally, “BIS does not expect Fls to engage in real-time screening of parties to a transaction to
prevent violations of GP 10.”

This is welcome acknowledgement that the U.S. Government understands the difficulties (and
likely significant challenges to the ready flow of global commerce) that FI's would face in

attempting to screen underlying goods at the point of transaction processing.

But...Some Real-Time Screening?

However, the BIS guidance does recommend real time screening in certain situations —

namely “cross-border payments and other transactions that are likely to be associated with
exports from the United States (or re-exports or in-country transfers outside the United States),”
where those transactions involve a subset of parties or addresses restricted under various BIS
rules and lists. The identified lists are generally those that are the most restrictive and apply to
transactions that involve items that are “subject to the EAR,” even if such items are not
particularly sensitive (e.g., those that do not have a dual civilian and military use).

In those circumstances, BIS “recommends that Fls decline to proceed with a transaction until the
FI can determine that the underlying export, reexport, or transfer (in-country) is authorized under
the EAR (or alternatively not subject to the EAR). Failure to do so risks liability for a knowing
violation of the EAR under GP 10.”

Absent further guidance from BIS, this recommendation to real-time screen in limited situations
creates ambiguity and some operational and enforcement risk for Fls.

It will be challenging to determine which cross-border payments or transactions are “likely” to be
associated with exports, reexports or in-country transfers of such items. In addition, for most Fls,
it is technically and/or operationally challenging to employ real time screening against only a
specific subset of BIS restricted persons. Address screening, as a general matter, may also
present difficulties when trying to employ an effective and efficient screening program.

Conclusion

The October 9th guidance from BIS is a welcome addition to the U.S. Government’s guidance to
Fls working to understand their export control compliance obligations in a rapidly evolving
regulatory and enforcement environment. It provides some clarity concerning specific
expectations and regulatory standards in an area of compliance that is new and largely untested
for the financial sector. It is also new and untested for regulators — as such it is not surprising
that ambiguities and challenges remain.



In the interim we assess that it would be a best practice for those Fls involved in international
trade to develop a protocol to map out what criteria they will use to assess where within their
portfolio of services exists a “likelihood” of GP 10 or other export controls issues. The challenge
will be to do so while staying true to the BIS guidance, being neither under-inclusive and missing
risky transactions, or over-inclusive and potentially imperiling the free flow of the significant
majority of trade that is without export control issues.

We will continue to work closely with our clients, with industry and the U.S. Government to share
our understandings and to align market practice with regulatory expectations in this space.
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The following Gibson Dunn lawyers prepared this update: David Wolber, Adam M. Smith,
Christopher Timura, and Samantha Sewall.

Gibson Dunn lawyers are monitoring the proposed changes to U.S. export control laws closely
and are available to counsel clients regarding potential or ongoing transactions and other
compliance or public policy concerns.

Gibson Dunn’s lawyers are available to assist in addressing any questions you may have
regarding these issues. For additional information about how we may assist you, please contact
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